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Abstract ago [20] :
Biometric-based solutions are able to provide
There is increasing demand world-wide, from confidential financial transactions and personafada

government agencies and the private sector forPrivacy. The need for biometrics can be found in
cutting-edge biometric security technology that is federal, state and local governments, military, and
difficult to breach. Some older tools, such as commercial applications. Enterprise-wide network
fingerprint, retina and iris scanning and facial security infrastructures, government IDs, secure
recognition software have all been found to have electronic banking, investing and other financial
flaws. However, reproducing a three-dimensional transactions, retail sales, law enforcement, araltthe
model of a human vein system is impossible toand social services are already benefiting fronseéhe
replicate. Mapping veins as a human barcode is technologies. [5] Possibly the first known exampfe
the newest technology to hit the security world biometrics in practice was a form of finger priigtin
which has key benefits over older technologies.being used in China in the 14th century, as reddie
Vein map technology is distinctive because of its€xplorer Joao de Barros. He wrote that the Chinese
state-of-the-art sensors are only able to recognizeMerchants were stamping children's palm prints and
vein patterns if hemoglobin is actively flowing footprints on paper with ink to distinguish the pou
through the person's veins. Additionally, each children from one another. This is one of the eatli
individual's vein map is unique, even in the case o known cases of biometrics in use and is still beisgd
identical twins. The combinations of these factors today [2].

could give vein map authentication an edge over  Elsewhere in the world up until the late 1800s,

existing biometric identification products. identification largely relied upon “photographic
memory." In the 1890s, an anthropologist and police
1. Introduction desk clerk in Paris named Alphonse Bertillon sought

fix the problem of identifying convicted criminatésd
turned biometrics into a distinct field of studyeH
Ideveloped a method of multiple body measurements
which got named after him (Bertillonage) [2]. His
system was used by police authorities throughoet th
world, until it quickly faded when it was discovdre
that some people shared the same measurements and
based on the measurements alone, two people cetild g
treated as one. After the failure of Bertillonagee

Biometrics are automated methods of recognizing
a person based on a physiological or behaviora
characteristic. Among the features measured ae th
face, fingerprints, hand geometry, handwritings,iri
retinal, vein, and voice [8]. Biometric technaleg
are becoming the foundation of an extensive arfay o
highly secure identification and personal verificat
solutions. As the level of security breaches and

; : . lice started using finger printing, which was
transaction fraud increases, the need for hightyiree po .
identification and personal verification technokesyiis developed by Richard Edward Henry of Scotland Yard

becoming apparent. The term “biometrics” is derived [17], egsentlally reverting to the same methodsl ise
from the words “bio” (life) and “metrics” (to mea®). the Chinese for years. . . o

Automated biometric systems have only become . To dgte, popula_lr b|o_r_netr_|c auth_entlcatlon_systems
available over the last few decades, due to siamfi include, flng_e_rprlnt |dent_|f|cat|on, r_etlna andsrsc_an,
advances in the field of computer processing. Mafny face recogmthn, and voice analysis. The probleth w
these new automated techniques, however, are based each system is that most can be breached easily or

ideas that were originally conceived hundreds afrye in_trude upon th.? r@ghts_ of individuals or ~both.
Fingerprint identification is one of the most well-



known and publicized biometrics. Because of their over the past few decades now enable similar
uniqueness and consistency over time, fingerprintsrecognitions automatically [19]. Early face recdigpmi

have been used for identification for over a centur
more recently becoming automated due

advancements in computing capabilities. Fingerprint sophisticated

identification is popular because of the inhereagteein
acquisition,
available for collection, and their established asée

collections by law enforcement and immigration. A

fingerprint appears as a series of dark lines thatpredominant approaches to the face

represent the high, peaking portion of the frictimyge
skin, while the valleys between these ridges apasar
white space and are the low, shallow portions ef th
friction ridge skin. Fingerprint identification isased
primarily on the minutiae, or the location and dtren

of the ridge endings and splits along a ridge padth.
over one hundred forty years of comparison worlewid
no two fingerprints have ever been found to beealik
not even in those of identical twins [15]. However,

algorithms used simple geometric models, but the

to recognition process has now matured into a sciefce

mathematical representations and
matching processes [9,10,14]. Major advancemenmts an

the numerous sources (ten fingers), initiatives have propelled face recognition teclogyl

into the spotlight. Face recognition can be used fo
both verification and identification. There are two
recognition
problem: geometric (feature based) and photometric
(view based). As researcher interest in face retiogn
continued, many different algorithms were develgped
three of which have been well studied in face
recognition research: Principal Components Analysis
(PCA), Linear Discriminant Analysis (LDA), and
Elastic Bunch Graph Matching (EBGM)

The goal of any access control system is to
authenticate authorized people, not just their

experiments performed over time have revealed thatcredentials, into specific places or allow then to

fingerprint scanning could be easily tricked. Onehs

perform specific tasks. Only with the use of a bébnc

method revealed that by simply breathing upon sace device can this goal be achieved. A card-basedsacce

of fat left by fingerprints on the scanner's sudac
revealed contours of the old fingerprint on the

system will control the access of authorized pieafes
plastic, but not who is in possession of the card.

protected PC and granted access [12]. Also, theSystems using PINs require an individual only kreow

gathering of fingerprints is associated with criabin
behavior in the minds people and is rejected byyman

specific number to gain entry; but who actuallyeset
the code cannot be determined. As opposed to using

Iris recognition is the process of recognizing a badges, sign-ins or other ways of tracking emplsyae

person by analyzing the random pattern of the Triwe
automated method of iris recognition is relatively
young, existing in patent only since 1994. The igis
muscle within the eye that regulates the size ef th
pupil, controlling the amount of light that enteise
eye. It is the colored portion of the eye with coilg

biometric time clock assures that no employee can
punch in for another, eliminating time fraud and
reducing payroll costs. Because every person’s
biometric characteristic is unique, a biometric dim
clock provides a quick, accurate, and reliable way
record in- and out-punches for each employee. $hat’

based on the amount of melatonin pigment within the why so many companies now employ biometrics.

muscle. Although the coloration and structure & th
iris is genetically linked, the details of the jgatts are
not. The iris develops during prenatal growth tigloa
process of tight forming and folding of the tissue
membrane [7].Prior to birth, degeneration occurs,
resulting in the pupil opening and the random, ueiq
patterns of the iris [16,18]Although genetically
identical, an individual's iris are unique and
structurally distinct, which allows for it to be ad for
recognition purposes.
iris has also been proven to fail under experintenta

Issues in biometrics range from cultural, sociald a
religious issues depending on where the biometric
technology is being deployed. Objections to biorostr
based on concerns of cleanliness are one of thermaj
issues concerning scanners. Much as with concdrns o
the cleanliness of public restrooms, participantsy m
feel uncomfortable placing their faces against a
machine to have their retinas scanned after margret
have done so or touching a hand-geometry scanner

Such a complex system as theluring flu and cold season.

Misuse of personal information, including the

One such experiment authenticated an unauthorizedstealing of identities has become more of a thtéstd
person into the system by simply holding an ink-jet in certain ways, biometrics provides greater séguri

print-out over their eye [1,3,4]. The page wasiatput
of an authentic iris with a small hole cut into thege
through which the pupil of the imposter was visitile

because the biometric identifier is much hardesteal
or counterfeit. On the other hand, where biometies
authenticated remotely, that is, by transmissiodatf

the camera [12]. People often use faces to recegniz from a sensor to a centralized data repositorgckér

individuals and advancements in computing capgbilit

might be able to steal, copy, or reverse-engineer



the biometric. This misappropriation could also eom
about through insider misuse. Without
safeguards,

proper process.
files could be misappropriated andThis process extracts the vein map of the individua

system for comparison during the authentication
The second tab is used for authentication

transactions could be performed using other pesple’ whose palm is over the scanner and compares the

identities.

2.Vein Map Authentication

On the contrary to biometric authentication

extracted vein map to registered data in the veap m
repository. The third tab is used as a controlesyst
which will authenticate a subject and either unlack
door latch or sound a failure signal. This functioin
the application is identical to the authenticatitp

technology used today, a system which is baseden t Page; however, if the person’s vein map is founthe
vein pattern in the palm of a human hand is being data repository the PC will apply voltage to a USB
developed. The system is essentially a sensorhmuc digital 1/O device. A separate function in the

like a fingerprint scanner where the user is reguiio
hold their finger over the scanner. However, whfs t

application will monitor the I/O device for changin
occurrences in voltage and send current through a

newly developed vein map authentication technology, terminal strip to an electronic door latch, thuskiag

the user never actually makes contact with thersran
The sensor can only recognize the vein map if bisod
actively flowing the individual’'s veins. Processiig
not affected by race, skin discoloration, hair, ,age
time. As veins are internal to the body it is extedy
difficult to forge the vein pattern of someone etee
gain authentication into the system, thereby enghdi
very high level of security. The potential markenhge
is very large due to low cost, high accuracy, respo
timing, size, and the hygienic and friendly usethud
system. The device’s way of working will gain puabli
acceptance in the public eye due its contact-less a
non-intrusive technology.

and unlocking the door.
3. System Design

The vein map authentication software application
requires a number of dynamically linked libraryesl
owned by Fujitsu Corporation [6]. These DLLs are
called from a Visual Basic 2005 project to contsol
prototype of the vein map scanner also provided by
Fujitsu Corporation. For the purposes of the
demonstration in this project, there is no licegsin
needed to use the scanner provided by Fujitsu
Corporation.  The project is written using theetdt

The research in this project introduces vein map version of Microsoft's Visual Basic release; theref

authentication and tries to persuade the audiehis o
significance in the biometric world and highlighgyk
points that give vein map authentication an edger ov

the production machine requires Visual Studio 2005
Enterprise Edition to be installed on it. After thein
map pattern is extracted from the palm, the DLLs

other biometric systems on the market. The authorreturn an array of bytes un-encrypted. The apjdinat

accomplishes this by implementing a rich user fatar

then encrypts the returned data using one of the

using the Visual Basic 2005 programming language encryption classes within Visual Studio environment

interacting with Fujitsu’s C++ library to controleein

The encrypted data is then stored in a Microsoft. SQ

map scanner prototype. The strong capabilities of Server database. Therefore, SQL Server 2000 or SQL
Visual Studio’'s CLR’s (Common Language Runtime) Server 2005 is required to be installed on the

are used to interact with unmanaged code (coddisor d
written outside of the Visual Studio environmerithe

production machine. The application also require€a
camera for a facial snapshot during registratione T

scope of the project focuses more on the ability of camera must be installed with all its drivers foet

Fujitsu’s scanner and APl (Application Programming application to make use of the imaging device.

Interface) to extract the vein map pattern fromouws
individuals’ palms and the retrieval of the vein pna

See
Figure 3.1 for a diagram of the system architecture
Text marked in red indicates software and hardware

data from a data repository for authentication, as provided by Fujitsu.

opposed to analyzing the algorithms used for etitrac
and identification in the C++ library. The usereiriace
consists of a tab control with several tabs coimgin
group boxes, picture boxes, textboxes, and butiods

The project’'s solution result produces
executable file (.exe) that controls and callsRhgtsu
scanner and DLLs. For any other machine to run the
application besides the production machine, the

an

labels, each displaying a different function of the following are required: Microsoft's .Net Framework

software system. The first tab is used for regisin

2.0 redistributable package, all Fujitsu DLLs ifisth

of the vein map data. The registration process isand registered within the PC registry, the Fujitsu

necessary to introduce the vein data into the we&ap

scanner, an imaging device such as a PC camera, and



depending on if the application will be run in testing at the component level working outward®ais
standalone or client/server mode, the machine alsoMicrosoft Visual Studio’s rich debugger, and most o
needs to have a version of SQL Server installedifer  all experience and intuition. Unit testing focusedthe
storage of the vein map data. Since the applicasion smallest unit of the software design, each componen
demonstrate how Visual Studio 2005 interacts with t that the application was constructed upon, and the
Fujitsu API, the application only requires one &bl modules that the applications were built from. tEat
which belongs to the database named VeinMap. the four classes that are used in the applicatibarev

At application startup, the operator starts by first developed as stand alone programs and rigbyou
entering the person’s demographic information that tested before being integrated into the overaltipob.
registered into the system. This information inelsid  Figure 3.3 and figure 3.4 show some of the claases
the person’s full name, date of birth, social sitgur standalone application.
number, ethnicity, hand, and sex. The applicatient
accepts a facial snapshot stored with the demograph
information and the vein map data.

During authentication, the person's vein map is  —Auhitecture of Vein Authentication System——
taken as input into the system, after the vein fisap
extracted and stored in memory, each row in the
database containing registered vein maps are decryp Visual Baslc Aplcation
and compared until either a match is found or the e I
of the regl_stratlon data are queried. At that paine _ Vi S Conrcn Lagusge e ‘
system either presents the person’s demographic
information along with their facial snapshot if thein ‘ |
map of the person being authenticated found a niatch Mesof Nel Framenotk 20 ‘
the database; otherwise a message appears staing t |
authentication failed.

3.1. Fujitsu Vein Map Scanner

The Fujitsu scanner works by capturing a person’s
vein pattern image while radiating it with nearared | ‘

rays. The deoxidized hemoglobin in the palm vein Fujisu Scamer et
absorbs these rays, thereby reducing the reflectitn |

and causing the veins to appear as a black paiern Windows 4P Opersing Sysem
shown in Figure 3.2. The vein pattern is thenfiesti

against a pre-registered pattern to authenticate ar

individual. Fujitsu’s proprietary algorithm takesto ‘

account identifying features such as the number of | !
. . 7. . . . | [

veins, their position, and the points in which tloegss.

S8 Dier ‘

Internal research by Fujitsu resulted in a false "J"Wam"er‘ ‘ Iy os ‘

acceptance rate of less than 0.00007% and a false

rejection rate of only 0.00004%. False acceptaate r Figure 3.1 System Architecture

is a rate at which someone other than the actuabpe

is falsely recognized. False rejection rate is @ @t Using the component level design description as a

which the actual person is not recognized accyratel guide, the most important control paths were tested

[6] using white-box and black-box testing techniques to
uncover errors within the boundary of each module.

4. Testing and Evaluation Class FVM.vb itself was not tested at the component

level since the class is solely responsible for
marshalling all memory and declaring all enumerstio
and structures that interact with the vein map segn
its purpose functions as a header file in c++. Its
components were tested during integration testing.
Each of the components in iCam.vb were tested itgith

Testing was conducted before, during, and after
the software in the project was developed. A nunalfer
software testing strategies are proposed in the
literature. The strategies followed include, techhi
review by someone other than the author of theegtpj



standalone application, all the components in thesc  focused on putting all the modules and components
CopyFrame, SetCam, SetFrameRate, InitCam, andtogether, each class was added and tested toittegdr
CloseCam are equally important. Each components hasnodule, frmPalmVeiw.vb, before any other was added.
two control paths, if..., else..., and were forced to After each module was added to the project,
execute at each level. VMA.vb was the most critical instantiation tests were conducted to make sure all
class to test at the component level since itsqaeps classes were instantiated and all structures and
to dynamically allocate memory at runtime based on enumeration initialized before use. No problemsewer
the number of vein map templates there are in #te d uncovered. System testing encompassed a series of
repository. The snippet of code is adding the veap different tests whose primary purpose was to fully
data to a temporary 2-D array for comparison. lthe exercise the program. Testing the application and
FVM.vb class the SEAIO.vb class was not testeth@t t capturing the Task Manages performance report on a
componet level in that its sole purpose is a wrappe Windows XP machine with three quarters of a gigabyt
(header) file that has the function definitionsrteact of memory produced the report shown in figure 318 a
with the SEALEVEL Corporation API that control figure 3.6.

their 1/0 device.

1% Microsoft WDM Image Capture (Win32)

Figue 3.2 Vein Map after near infrared light
Penetration [6]
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i
The same frame was taken of Task Manager’s
performance report during authentication on a
Windows Vista operating system with 1.1 gigabytés o
memory. These tests ensured that error-handlirigspat
are designed for all information coming from ditfat
elements of the system and that bad data or other
potential errors in the software were uncovered.
Recovery testing ensured that the application eahdl

5] [ e e ] e | [ oo o vt | A e | v and recovered from faults in a timely manner. The
Figure 3.3 FVM class as standalone system was forced to fail in different ways. For
application example during runtime, a specific device was

disconnected intentionally from the workstation
The complexity of each test and the errors that causing the application to crash and produce afspec
those tests uncovered were limited by the constdain €rror. Code was added to the application to reiiue
scope established for each unit test. Each untt tesitself before being used again. Also, a specific
focused on the internal processing logic and tia da encrypted column in the database was manually
structures within each component. Integrationingst ~tampered with to ensure that decryption could aket



place if the data were modified outside the apptica of the Resgistrationld is used as a private key.

In this case the application did not recover arad tell Seganography was considered as a mechanism to hide
in the data repository was corrupt unless changetst the private key, but opted agianst due to image
original state. distortion

5. Conclusion
~1oix]

File Options View Help

There are various authentication systems out on
the market today, however all have been found t@ ha

Applicatunsl Processes

rCPUUsage — | [ CPU Usage History

ol '| flaws or are not widely accepted by society.
% i ...""’M M'll ) Throughout this research, vein map technology is
— LAY AL introduced as a robust authentication system fiays
[ [ e, security need. Proper design and implementatidheof
% = proposed authentication system is the cornerstoits t
security. The software created in conjunction wiiis

project is intended to solely introduce the commeitto

rTotals —— [ Physical Memory {K}
Handles e Teess vein map authentication and programming using the
Processes 71 | | system Cache 27590 Visual Studio 2005 environment. Continued work
— Commit Charge (K) rKernel Memory (K) ————————— H 1 1
Connts et e WS . using vein map technology should include, research
Limit 1581988 | | Paged 59100 and possible development of the algorithm or
Peak 1488812 Monpaged 19196 . .
algorithms used to extract the vein map from thienpa
Processes: 71 [cPUUsage: 40%  (Commit Charge: 1237V / 1544 and implementation of sending the authenticatiota da
via IP, e.g., the data repository could be located
Figure 3.5 Windows XP Performance Report Langley, Virginia, while the person under
during Authentication authentication could be in Baghdad, Iraq. Thee ar
various USB over IP devices on the market today
Ol = which could make this possible.
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