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Abstract

Information Technology and Management exploresribay different technologies inherent in the
field of information technology (IT) and their imgtzon information systems design, functionality,
operations, and management. There are many maakgéess for an IT Manager. Mintzberg classic
role model includes six managerial roles: resoatimeator, leader, spokesman, monitor, liaison, and
entrepreneur.

On top of these roles, IT manager has to haveematiout many more management issues, such as
change management, helpdesk management, netwodgeraent, human management, content
management, service management, investment managemeess management, problem
management, incident management, stress managantabd on.. Today, we should add outsource
management with the Cloud computing concepts. Kngwil of these management concepts with the
Mintzberg roles, IT managers are able to betteraipeheir department and serve to the business.

Management Issues in Information Technology atedi®elow:
1. Network Management
2. Service Management
3. Helpdesk Management
4. Application Management
5. Development Management
6. Project Management
7. Risk Management
8. Change Management
9. Human Management
10. Content Management
11. Lean Management
12. Rights Management
13. Systems Management
14. Outsourcing Management
15. Time Management
16. Security Management
17. Performance Management
18. Release Management
19. Asset Management
20. Knowledge Management
21. Data Management
22. Portfolio Management
23. Investment Management
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24. Resource Management
25. Business Process Management
26.IT Financial Management
27. Strategic Management

28. Stress Management

29. Relationship Management
30. Incident Management

31. Problem Management

32. Alert Management

33. Capacity Management

34. Configuration Management
35. Patch Management

36. Role Management

37. Life cycle Management

38. Archive Management

39. Regulation Management
40. Scientific Management

Introduction

Enterprises have made significant investment ®iwork and systems management solutions and
processes. The focus of IT is shifting from megayhering massive amounts of data to targeting and
delivering information to people who can act omia timely fashion, no matter where they are.

If we think of the evolution on computing machiriemn ENIAC-1946 to today’s mobile phone and
software from first proposed by Alan Turing in 835 essay Computable numbers with an
application to the Decision problem to the todaystems and programming software the
management of hardware and software have impraveédecome complex .

1. Mintzberg’s managerial role models

B

Figure1lEniac 7 Figure 2 M obile Phone

Mintzberg identified ten separate roles in managevork, each role defined as an organized
collection of behaviors belonging to an identifeflinction or position. He separated these roles in
three subcategories: interpersonal contact (1), 2pf&érmation processing (4, 5, 6) and decision
making (7-10).

Figurehead: the manager performs ceremonial antajerduties as head of the organization
Leader: fosters a proper work atmosphere and ntesvend develops subordinates

Liaison: develops and maintains a network of exdkecontacts to gather information
Monitor: gathers internal and external informatiefevant to the organization
Disseminator: transmits factual and value basextimdtion to subordinates

Spokesperson: communicates to the outside worfgediormance and policies
Entrepreneur: designs and initiates change in iip@nozation

NogbkwbhE
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8. Disturbance handler: deals with unexpected everdperational breakdowns
9. Resource allocator: controls and authorizes thefiseganizational resources
10. Negotiator: participates in negotiation activitiesh other organizations and individuals

Mintzberg next analyzed individual manager's uskraix of the ten roles according to the six work
related characteristics. He identified four clustefrindependent variables: external, functionteela
individual and situational. He concluded that eigii¢ combinations were 'natural’ configurations of
the job:

e Contact manager -- figurehead and liaison

» Political manager -- spokesperson and negotiator
e Entrepreneur -- entrepreneur and negotiator

* Insider -- resource allocator

* Real-time manager -- disturbance handler

e Team manager -- leader

* Expert manager -- monitor and spokesperson

* New manager -- liaison and monitor

Today, this study which is made at 1973 still vaficaybe we may add keep track of legislation and
laws.

2. Managements issues in IT Management

With the evolution of computing machines managesantT Management improved and increased.

operating the system

At Eniac time, in 1946 there were programmers like JeanilBd&tlectrical Engineers like Dr. John
Vincent Atanasoff , and academicians like Dr. J@hrMauchly and Dr. J. Presper Eckert. There
were no need for management; they were tryingni flaster ways to perform mathematical
computations. UNIVAC | was the first mass-produced computer. In 1956 tMg#wuse Electric
Company installed BNIVAC computer in its East Pittsburgh plant. The UNIVA@sawused to

calculate company payrolls, sales records, anabjsales performance and other company business.
Management practice began at this point.

There was a need for programmers and operatordhiwiece operating the system and preparing
magnetic tapes. Therefore the managements belogvreguired.
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Service Management
Development Management
Human Management
Systems Management
Time Management
Performance Management
Data Management

Stress Management

. Problem Management

10. Scientific Management

11. Release Management

©CoNoO~WNE

Till the first Pc which is called @& mon introduced at 1950 by Berkley Enterprises, sorherot
management perspectives such as mentioned belowinviake place. IT departments were formed.
Improvements on machines caused IT people leamt @bange management. Mainframes were able
to do more than just calculating payrolls at theibeiss side, so process, project and strategic
management became important.

In August, 1962, Licklider and Welden Clark pubéshthe paper "On-Line Man Computer
Communication”, one of the first descriptions afeaworked future.

In October, 1962, Licklider was hired by Jack RuaseDirector of the newly established IPTO within
DARPA, with a mandate to interconnect the Uniteeité&& Department of Defense's main computers at
Cheyenne Mountain, the Pentagon, and SAC HQ. Theefermed an informal group within DARPA
to further computer research.

12. Business Process Management
13. Project Management

14. Change Management

15. Strategic Management

The first ARPANET link was established betweenltimversity of California, Los Angeles and the
Stanford Research Institute on 22:30 hours on @ct29, 1969. By December 5, 1969, a 4-node
network was connected by adding the University @hand the University of California, Santa
Barbara. ARPANET became the technical core of wimatld become the Internet, and a primary tool
in developing the technologies used.

Stemming from the first specifications of TCP irv49TCP/IP emerged in mid-late 1978 in nearly
final form. By 1981, the associated standards \pat#ished as RFCs 791, 792 and 793 and adopted
for use.

The British Post Office, Western Union Internatibaad Tymnet collaborated to create the first
international packet switched network, referredddhe International Packet Switched Service (IPSS)
in 1978. This network grew from Europe and the b8dver Canada, Hong Kong and Australia by
1981. By the 1990s it provided a worldwide netwogkinfrastructure.

In 1981 IBM introduce desktop 5150 PC (8088/VL8&l)vas perhaps the first to wear the "PC" label,
but that was IBM's only innovation. They sure saldunch of them, though. The Simon's architecture
was based on relays. The programs were run fraanaard paper tape with five rows of holes for
data. The registers and ALU could store only 2THie data entry was made through the punched
paper or by five keys on the front panel of the nirae. The output was provided by five lamps.
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The punched tape served not only for data entrtyalse as a memory for the machine. The
instructions were carried out in sequence, as\Werg read from the tape. The machine was able to
perform four operations: addition, negation, gretitan, and selection.

Figure 3 Point to Point connection
Ethernet was developed at Xerox PARC between 18@3.875. In 1979 3Com (by the three-
company consortium: Digital Equipment Corporatimtel Corporation, and Xerox Corporation) was
formed. 3Com built the first 10 Mbit/s Ethernet pta (1981). This was followed quickly by DEC's
Unibus to Ethernet adapter, which DEC sold and usednally to build its own corporate network,
which reached over 10,000 nodes by 1986; far aray dlae largest extant computer network in the
world at that time.
The original IEEE 802.3 standard was based onyasdvery similar to, the Ethernet Version 1.0
specification. The draft standard was approvecby802.3 working group in 1983 and was
subsequently published as an official standar®BbI(ANSI/IEEE Std. 802.3-1985). Since then, a

|

Ethernet bus ssgment

Ethernst bus segment

| |

number of supplements to the standard have beéreddb take advantage of improvements in the
Figure 4 Coaxial bustopology

technologies and to support additional network mexdtid higher data rate capabilities, plus several
new optional network access control features.
DARPA sponsored or encouraged the development &/PFdmplementations for many operating
systems and then scheduled a migration of all foost| of its packet networks to TCP/IP. On
January 1, 1983, TCP/IP protocols became the gpyoaed protocol on the ARPANET.
Software engineering was spurred by the so-catéid/are crisis of the 1960s, 1970s, and 1980s,
which identified many of the problems of softwasvelopment. Many software projects ran over
budget and schedule. Some projects caused prateerigge. A few projects caused loss of life. The
software crisis was originally defined in termspobductivity, but evolved to emphasize quality. Som
used the term software crisis to refer to theibilitg to hire enough qualified programmers.
IT Managers needed to manage local networks, tonaglish this new management new rules set it
up.

16. Network Management

17. Helpdesk Management

18. Application Management

19. Knowledge Management

20. Investment Management

21. Configuration Management

22. Rights Management

23. Life cycle Management

24. 1T Financial Management
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In the mid 1980s, the National Aeronautics and 8pgegency (NASA), the National Science
Foundation (NSF), and the Department of Energy (D@Ethree of these branches developed the
first Wide Area Networks based on TCP/IP. As indere wide spread networking grew and new
applications for it were developed, the Interntetthnologies spread throughout the rest of thedworl
The network-agnostic approach in TCP/IP meantithveds easy to use any existing network
infrastructure, such as the IPSS X.25 networkatoycinternet traffic. In 1984, University College
London replaced its transatlantic satellite linkehwf CP/IP over IPSS.

During the late 1980s, the first Internet servicavider (ISP) companies were formed. Companies
like PSINet, UUNET, Netcom, and Portal Software eviErmed to provide service to the regional
research networks and provide alternate networgsscdJUCP-based email and Usenet News to the
public. The first commercial dialup ISP in the WnditStates was The World, opened in 1989.

Mean time the Internet began to penetrate Asiaraphich had built the UUCP-based network
JUNET in 1984, connected to NSFNet in 1989. It bdshe annual meeting of the Internet Society,
INET'92, in Kobe. Singapore developed TECHNET i8@,%nd Thailand gained a global Internet
connection between Chulalongkorn University and UWINn 1992.

For decades, solving the software crisis was pawatto researchers and companies producing
software tools. Seemingly, they trumpeted every temlinology and practice from the 1970s to the
1990s as a silver bullet to solve the softward<rigools, discipline, formal methods, process, and
professionalism were touted as silver bullets:
e Tools: Especially emphasized were tools: Structpregramming, object-oriented
programming, CASE tools, Ada, documentation, anddards were touted as silver bullets.

» Discipline: Some pundits argued that the softwaigscwas due to the lack of discipline of
programmers.

» Formal methods: Some believed that if formal engiiimg methodologies would be applied to
software development, then production of softwaoeilel become as predictable an industry
as other branches of engineering. They advocatadng all programs correct.

» Process: Many advocated the use of defined progessbemethodologies like the Capability
Maturity Model.

* Professionalism: This led to work on a code ofesthlicenses, and professionalism.

In 1989, while working at CERN, Tim Berners-Leeented a network-based implementation of the
hypertext concept. By releasing his invention tbljguuse, he ensured the technology would become
widespread. For his work in developing tWerld Wide Web, Berners-Lee received the Millennium
technology prize in 2004.

With the usage of internet and object-oriented @ogning, IT Managers needed different managerial
aspects such as;

25. Security Management
26. Content Management
27. Risk Management

28. Lean Management

29. Resource Management
30. Incident Management
31. Alert Management

32. Capacity Management
33. Patch Management

34. Role Management

35. Relationship Management
36. Portfolio Management
37. Regulation Managemeén
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Today, Cloud computing describes a new supplensensumption and delivery model for IT services
based on the Internet, and it typically involves ovision of dynamically scalable and often
virtualized resources as a service over the Intelnis a byproduct and consequence of the ease-of
access to remote computing sites provided by ttegriat. Most cloud computing infrastructure
consists of reliable services delivered througla danters and built on servers. Clouds often apgear
single points of access for all consumers' compgutigeds.

Amazon played a key role in the development of @loomputing by modernizing their data centers,
which, like most computer networks, were usingjtiie las 10% of their capacity at any one time just
to leave room for occasional spikes. Having fourat the new cloud architecture resulted in
significant internal efficiency improvements wheyedmall, fast-moving "two-pizza teams" could add
new features faster and easier, Amazon starteddangvaccess to their systems through Amazon Web
Services on a utility computing basis in 2006.

In 2007, Google, IBM, and a number of universitesbarked on a large scale cloud computing
research project.

IT Managers’ must gain new managerial skills togkep with this new technology to serve the
business;

38. Outsourcing Management
39. Asset Management
40. Archive Managemen

Now, let's take a close look at that forty managenigsues in IT Management.

1. Service Management

Service management is generally concerned withithek office” or operational concerns of
information technology management. The concepseivice" in an IT sense has a distinct operational
connotation, but it would be incorrect then to assuhat IT Service Management is only about IT
operations.

Service management is usually used in conjunctiitim @perations support systems. Systems that use
service management can include order managemeattory management, activation, maintenance,
performance diagnostics and several other typssmgort systems to make sure that these systems
are running proficiently and error free.

IT Service Management overlaps with the disciplioelsusiness service management and Problem
Management, Incident Management, Capacity ManageriNetwork Management, Helpdesk
Management, IT portfolio management, especialth@area of IT planning and financial control.

2. Development M anagement

Software development is about working to produealt® software. The term software development is
often used for the activity of computer programmivgich is the process of writing and maintaining
the source code. Software development may inclesiearch, new development, modification, reuse,
re-engineering, maintenance, or any other acts/ttiat result in software products. For larger
software systems, usually developed by a teamaflpesome form of process is typically followed

to guide the stages of production of the software.

3. Human Management

Finding the right employees at the right times lbaran especially time-consuming and frustrating
struggle. Recruitment strategies for hiring empésyshould be set with Human Resources Manager.
IT managers should also consider employee coacbaaghing for performance and they must know
how to deal with difficult employees. Like any ettmanager, IT Manager must track employee time
for costing and of course for the health of thgguts in hand.

4, Systems M anagement
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Systems management is the general area of ITdimaerns installing, configuring, administering and
managing computer resources, especially netwoduress. System management may involve one or
more of the following tasks:

e Hardware inventories.

e Server availability monitoring and metrics.

» Software inventory and installation, configurateomd maintain.

e Anti-virus and anti-malware management.

e User's activities monitoring.

e Capacity monitoring.

e Security management.

» Storage management.

* Network capacity and utilization monitoring.

5. TimeManagement
Time management is the art of arranging, organjanbeduling, and budgeting one’s time for the
purpose of generating more effective work and pctulity.

The Management Process:

» Plan—specify what goals you want to achieve. Vizeahe end results. Break large goals
into weekly and daily priorities and detail thepstéo completion. Be prepared for barriers and
deal with them in a calm manner.

» Organize—your activities to achieve your goals. pigect boards, be ready for busy weeks,
and organize your work space.

o Staff—ask for help, delegate tasks, form study psptake advantage of supportive programs.

» Direct—use positive reinforcement to motivate yelftsReward yourself.

» Evaluate—Monitor your attitude and behavior. Trgiokir accomplishments.

6. Performance Management
Performance management includes activities to ertbat goals are consistently being met in an
effective and efficient manner.

IT Performance management is refers to the mongaand measurement of relevant metrics to assess
the performance of IT resources. It can be usdxbih a business context (IT Management), and an IT
Operations context. In a business context, IT Perdoce Management is concerned with measuring
the expenditure of capital and human resources prdjects to determine how they improve strategic
and operational capabilities of the firm in desmgnand developing products and services for
maximum customer satisfaction, corporate produgtiyrofitability and competitiveness.

In an operations context, IT Performance Manageifisehe subset of tools and processes in IT
Operations which deals with the collection, monitgrand analysis of metrics that can tell IT sib#
system component is up and running (or availableif,the metrics indicate abnormal behavior that
can impact the components' ability to function eotly - much like how a doctor may measure pulse,
respiration, and temperature to measure how thehurady is "operating”.

7. Data Management

Data management is the process of developing detiéectures, practices and procedures dealing
with data and then executing these aspects onutardgasis. It is; controlling, protecting, and
facilitating access to data in order to provid@infation consumers with timely access to the data
they need.

There are many topics within data management, sdrtiee more popular topics include data
modeling, data warehousing, data movement, datatma@mistration and data mining
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8. Stress Management

Managing stress is all about taking charge: takimayge of your thoughts, your emotions, your
schedule, your environment, and the way you deidl prioblems. The ultimate goal is a balanced life,
with time for work, relationships, relaxation, afiueh — plus the resilience to hold up under pressure
and meet challenges head on.

Stress management has strong relation with timeagement and task management. Correctly
balanced schedule, prioritized tasks and delegatiduce the stress.

9. Problem Management

The goal of Problem Management is to minimize tiveese impact of Incidents and Problems on the
business that is caused by errors within the ITaktfucture, and to prevent recurrence of Incidents
related to these errors. In order to achievegba, Problem Management seeks to get to the root
cause of Incidents and then initiate actions torowe or correct the situation

10. Scientific Management
In the mid-nineteenth century, traditional managenpeactices were found to be inadequate to meet
demands from the changing economic, social andhtdobical environment. Numerous enterprises
were simply functioning inefficiently. A few pioneeexamined the causes of these inefficiencies and
tried to try to find more efficient methods and @edures for running a firm. These basic experiments
gave birth to a system which became known as siieemanagement. Its method relied heavily on
finding the “one best way” to solve every operatirsing scientific methods of research. The concept
involved a way of thinking about management.
F.W. Taylor, in 1911, published his most famouskguinciples of scientific management
He was among the first experts who systematicetyg tto formulate some universal management
principles:
» Workers should have a detailed, clearly definedy dask;
» Standardized conditions are needed to ensuregkestanore easily accomplished;
* High payment should be given to the workers whoagad to successfully complete their
tasks. Workers who failed to their standards, mn,tghould be sanctioned and receive less
compensation.

11. Release M anagement
Release Management is the relatively new but ragidiwing discipline within software engineering
of managing software releases.

A Release Manager is:

» Facilitator — serves as a liaison between varyumgjriess units to guarantee smooth and timely
delivery of software products or updates.

» Gatekeeper — “holds the keys” to production systapmications and takes responsibility for
their implementations.

* Architect — helps to identify, create and/or impé&rhprocesses or products to efficiently
manage the release of code.

e Server Application Support Engineer — help troutsbes problems with an application
(although not typically at a code level).

e Coordinator — utilized to coordinate disparate seurees, projects, teams and components.

» Some of the challenges facing a Software Releasayéa include the management of:

» Software Defects

* [ssues

* Risks

o Software Change Requests

* New Development Requests (additional features anctibns)

e Deployment and Packaging

* New Development Tasks
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12. Business Process M anagement

First let's define the core element, a businessge®. A business process is an aggregation of
operations performed by people and software systemisining the information used in the process,
along with the applicable business rules. The eti@twf a business process achieves a business
objective. Processes also include business rudésitay be documented policies and procedures, as
well as the undocumented ‘how we really do thirrggs that exist in most enterprises.

A comprehensive Business Process Management pragfiaavides an organization with the ability to
collectively define their business processes, detilose processes as applications accessible via
integrated existing software systems, and thenigpeawmanagers with the visibility to monitor,
analyze, control and improve the execution of theeesses in real time.

13. Project Management

Project is the collection of activities that artated or connected, for developing a product or a
service. It is a temporary effort to create a usigtoduct or service. Project management is a
methodical approach to planning and guiding prgpectesses from start to finish. The processes are
guided through five stages: initiation, planningeeuting, controlling, and closing.

The scope of project management knowledge as felloviegration, scope, time, cost, quality, human
resources, communications, risk, and procurementP®ject management has cross relations with
other managements’ issues in IT.

14. Change M anagement

Change Management is an IT Service Managemenpdigei The objective of Change Management
in this context is to ensure that standardized odstand procedures are used for efficient and promp
handling of all changes to controlled IT infrasture, in order to minimize the number and impact of
any related incidents upon service. Changes itilthr&rastructure may arise reactively in respottse
problems or externally imposed requirements, egjslative changes, or proactively from seeking
improved efficiency and effectiveness or to enableeflect business initiatives, or from programs,
projects or service improvement initiatives. Chah@agement can ensure standardized methods,
processes and procedures are used for all chdag#iate efficient and prompt handling of all
changes, and maintain the proper balance betweametid for change and the potential detrimental
impact of changes.

Change management is responsible for managing elaogess involving:
» Hardware
e Communications equipment and software
e System software
e All documentation and procedures associated wihrdinning, support and maintenance of
live systems

15. Strategic Management

It is the art of planning your business at the bajtpossible level. Strategic management focuses on
building a solid underlying structure to your biesia that will subsequently be fleshed out throtgh t
combined efforts of every individual you employ.

Strategic management is based on upon answerieg kiey questions:
e What are my business’s objectives?
* What are the best ways to achieve those objectives?
e What resources are required to make that happen?

Once these steps have been taken, a strategistpaid begin to emerge — effectively setting the
stage for answering the second question abovéjaw‘best can we reach our goals?” Phase two of
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successful strategic management is formulatingua py which the company can accomplish what it
sets out to do. Therefore, strategic managemeamtegpart of IT Management.

16. Network Management

Network management is the top-level administradind maintenance of large networks, often in areas
such as computers or telecommunications, but bdiding user terminal equipment. In network
management, functions such as security, monitogogirol, allocation, deployment, coordination and
planning are executed.

Security management is also a key component ofarktmanagement. Security management protects
a network from unauthorized access and includey msab-functions, such as the authorization of
subscriber access, control of the distributionrgbtographic keying material, and the distributaord
reporting of security related events.

Successful network management also uses accounginggement. Accounting management controls
and reports on the financial status of the netwdhis is done though analysis, planning, control of
financial data reporting programs, and reportingmi@anagerial decisions. This area of network
management involves bank account maintenance dialsstatement development, and analysis of
cash flow and financial health.

17. Helpdesk M anagement

Help desk typically provide a first line of assista to users of IT systems. Technical support sesvi
are provided to assist and promote the use of tdaby within a business environment. The Help
Desk is the traditional mechanism for these tedirsapport services, usually accompanied by on-site
assistance, training and self-help programs. Teahsupport can include many levels, including
custom software assistance, off the shelf softwaséstance, hardware diagnostics, and related
technical and training services.

Help desks exist for one primary reason; to enaureaximum return on the organizational investment
in technology systems and services. In order eae this result, help desk services have to be
effective, relevant and accessible.

Helpdesks in order to be successful must know foow t
e available
¢ measurable
o flexible
e learn/teach

18. Application Management

Application Management provides a methodology adstthat offer visibility into real-time metrics
that help manage the key aspects of applicationsinBss Driven Application Management helps IT
manage applications according to the needs ofubiméss users so that valuable IT resources can be
better focused to help deliver better businesdtsesu

A company that does not appropriately manage thdadoility of its key software applications cannot
remain competitive, and business suffers when prigerapplications do not perform as expected:
lack of availability costs money.

Application management may include;
e Application life cycle management
e Business Process management
» Capacity Management
¢ Financial Management
e Portfolio Management
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« Development management
» Deployment management

19. Knowledge M anagement

In today's economy, knowledge is people, monegrkye, learning, flexibility, power, and
competitive advantage. Knowledge is more relevasustained business than capital, labor or land.
Nevertheless, it remains the most neglected asset.

A holistic view considers knowledge to be presantleas, judgments, talents, root causes,
relationships, perspectives and concepts. Knowledgemred in the individual brain or encoded in
organizational processes, documents, productscesrfacilities and systems.

Knowledge management is an audit of "intellectgak#s” that highlights unique sources, critical
functions and potential bottlenecks which hindemwledge flows to the point of use. It protects
intellectual assets from decay, seeks opporturtbtienhance decisions, services and products throug
adding intelligence, increasing value and providiegibility.

20. Investment M anagement

The business of investment management has sesesdtf including the employment of professional
fund managers, research (of individual assets aset &lasses), dealing, settlement, marketing,
internal auditing, and the preparation of repastscfients.

IT investment management has 3 phases;
» Selection
The organization selects those IT projects thdthveist support its mission needs and
identifies and analyzes each project’s risks ahgdme before committing significant funds to
a project.
0 Screen
o Rank
0 Select
» Control
The organization ensures that, as projects dewaidgmas investment costs rise, the project is
continuing to meet mission needs at the expecterld@f cost and risk. If the project is not
meeting expectations or if problems have arisapssare quickly taken to address the
deficiencies.
0 Monitor progress
0 Take corrective action
e Evaluate
Actual versus expected results are compared omgecs have been fully implemented. This
is done to 1) assess the project’s impact on nrigsgsformance, 2) identify any changes or
modifications to the project that may be needed,3mrevise the investment management
process based on lessons learned.
0 Reviews
0 Adjustment
0 Apply lessons learned

21. Configuration Management

Configuration management relates to both the siycamd quality areas of network management. It
refers to the management of security featuresietaork by controlling changes made to the
software, hardware, firmware, documentation, astifeatures in a system. This area of network
management keeps the system under control ashitesvand grows, maintaining quality and security.

Software configuration management can be dividemitimo main areas. The first is concerned with
storage of entities from a software developmenjept@nd is sometimes called component repository
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management. The second area involves productiostzampe to these entities and is often referred to
as engineering support.

Computer hardware configuration goes beyond therdéng of computer hardware for the purpose of
asset management, although it can be used to nima@gset information. The extra value provided is
the rich source of support information that it gd®s to all interested parties. This information is
typically stored together in a configuration managat database (CMDB).

The responsibilities of configuration managemenhwegard to the CMDB are:
* Identification
e Control
e Status accounting
* Verification

22. Rights Management

The purpose of this process is to grant authorizéididuals the right to use a particular IT seevic
while preventing access by unauthorized users. #co®nagement executes the policies defined by
information security management and availabilitynagement.

Often, individuals are granted access to businggkcations using operating system, database and/or
network “access control” mechanisms. Integratedness applications, however, are increasingly
being held responsible for user and access managémservice-oriented architectures that span
technology boundaries to deliver functionality.

In the areas of access management, any requiréoiggtrict the 1) usage of application features or
2) access to business and personal informatioartsop “application security.”

23. Life cycle Management
Life cycle is consecutive and interlinked stagea pfoduct system, from raw material acquisition or
generation of natural resources to the final diapos

Life cycle management is an integrated concepii@anaging the total life cycle of goods and services
towards more sustainable production and consumption

24. 1T Financial Management

IT Financial Management is the discipline of ensgithat the IT infrastructure is obtained at thesmo
effective price (which does not necessarily meagapbst) and calculating the cost of providing IT
services so that an organization can understancbits of its IT services. These costs may then be
recovered from the customer of the service.

Costs are divided into costing units:

e Equipment

» Software

e Organization (staff, overtime)

* Accommodation

e Transfer (costs of 3rd party service providers)
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25. Security Management

Security Management is the process of managindiedilevel of security on information and IT
services. Information security is achieved by impdating a suitable set of controls, which could be
policies, practices, procedures, organizationakcstires and software functions. These controls need
to be established to ensure that the specific ggabjectives of the organization are met. (ISO
17799:2000)

What to achieve Part 1

Global Standard
I1SO/IEC 20000

Explanatory guidance Code of Practice

Best practice framework

Implementation
and Continual
Improvement plans

Organization-specific
policies, processes and procedures

Figure5 Security Management standarts
26. Content M anagement
Content management consists of;

* Web-based publishing: Documents and other fornisfofmation can be published by
authorized individuals. Page templates, wizardd,aher software aids help inexperienced
content authors to produce higher-quality outpataDuseful on intranet, extranet, and
ecommerce Internet sites, for example, can autecaibtibe re-purposed and co-ordinate for
the multiple destinations.

e Format management: Data can automatically be ctatv@rto formats suitable for Web
publishing such as HTML PDF. Legacy electronic doeuts, or even scanned paper
documents, can be unified into a few common forrtieisare more easily shared with third
parties.

» Revision control: Files can be updated to a newesign or restored to a previous version.
Changes to files can be traced to individuals émusity purposes.

Indexing, search, and retrieval: For data to bealale, it must be relevant to the task at hand
and accessible in a timely fashion. Documents eapdsed for keywords, headings, graphics,
and other elements; mechanisms for processingrsesgoests become critical.

More generally, effective content management systaupport an organization's business processes

for acquiring, filtering, organizing, and controlfj access to information.

27. Risk Management

As organizations use automated IT systems to psdbes information for better support of their
missions, risk management plays a critical rolprotecting an organization’s information assetsl an
therefore its mission, from IT-related risk.
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An effective risk management process is an impbdamponent of a successful IT security program.
The principal goal of an organization’s risk managet process should be to protect the organization
and its ability to perform their mission, not jutstIT assets. Therefore, the risk management psoce
should not be treated primarily as a technical fionccarried out by the IT experts who operate and
manage the IT system, but as an essential manag&metion of the organization.

Risk management is the process of identifying @sisessing risk, and taking steps to reduce riak to
acceptable level. Risk management is the processlliows IT managers to balance the operational
and economic costs of protective measures andwechains in mission capability by protecting the
IT systems and data that support their organizatiomssions.

28. Lean Management
Lean Management is:

» Defining the purpose of the organization in terrhsustomer value

e Consumption problems of customers it is requiresiloe

» Designing and executing the right value streamspmodesses for achieving the purpose and
aligning the people touching the process and mglgiroblem solving capability in them

It is now proven that Lean is applicable in anyesphof human activity, and a variety of industres
small and large from Retail, Office and Serviceustties have begun to appreciate the benefits of
Lean Management and are transforming themselvesy ampanies from Banking & Financial
Services, Healthcare, Retail, Hospitality, BPOd| Cantre & ITES and Software Industries have
already embarked on a Lean management or are émglaad seriously considering one. This is
apart from Manufacturing Industries realizing than Management is more than applying tools and
techniques in the factory operations.

29. Resour ce Management

In organizational studies, resource managemeheigfficient and effective deployment for an
organization's resources when they are needed.®scbrces may include financial resources,
inventory, human skills, production resources néorimation technology (IT). In the realm of project
management, processes, techniques and philos@shieghe best approach for allocating resources
have been developed.

Core to this effort is learning how to optimize yoasource utilization across all of IT — which
ultimately will give you the planning flexibilitygu need to keep the right people on the right ptsje
Additionally, when faced with the all-too-commonplainned change request, you will know exactly
what your trade-offs are and what choices you ¢&am gour business customers. Making such
informed choices will reduce the number of projecteopardy.

A focus on achieving this type of strategic agiliégguires a shift from two predominant resource
management approaches that have thus far impedgtipmanagement success rates:

e Maintaining a narrow focus on time-tracking systems
» Lack of workflow automation for key processes

30. Incident Management

An incident is any event that is not part of themal operation of an organization and causes a
disruption of IT services. Within this context, idlent management is the process to restore noiimal |
operations as quickly as possible to the orgamnatihile minimizing the impact within defined
service levels. It's important to note that incideranagement is about restoring service and nattabo
resolving the underlying problem.

Incident management programs that generally sparcfire areas:
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e Detection and recording

e Classification, prioritization, and tracking
e Investigation, escalation, and diagnosis
e Resolution and recovery

e Closure and communication

While incident management can be a thanklessfsla core process that every IT staff needs to
master. Incident management identifies, classiéied, manages the resolution of incidents while
minimizing their impact to the business. This nsleritical in ensuring that the impact of IT ineruts
on the business is managed effectively.

31. Alert Management

Alert management is a proven, valuable solutiortferenterprise help desk. A good Alert
management improves IT operations productivity tpeating notification, assignment,
collaboration, and resolution of IT incidents.

32. Capacity Management

It is about ensuring that the right source levedsavailable where and when they are needed, at the
right price. One view is that capacity managemetbiout ensuring there is enough capacity, bst it i
equally about making sure there is not too mucth thie unused resources incurring expense.

33. Patch Management

The rise of widespread worms and malicious codgetarg known vulnerabilities on unpatched
systems, and the resultant downtime and expengéthray, is probably the biggest reason so any
organizations are focusing on patch managemenhgAhdth these threats, increasing concern around
governance and regulatory compliance has pushedpeises to gain better control and oversight of
their information assets.

It's obvious that patch management is a criticalés What is also clear is the main objective of a
patch management program: to create a consistetifjgured environment that is secure against
known vulnerabilities in operating system and aggilon software. Unfortunately, as with many
technology-based problems, good, practical solatamen't as apparent. Managing updates for all the
applications and operating system versions usadmall company is fairly complicated, and the
situation only becomes more complex when additiptetforms, availability requirements, and
remote offices and workers are factored in.

A key component of patch management is the intaklevatting of information regarding both
security issues and patch release - you must knoiehveecurity issues and software updates are
relevant to your environment.

Several scheduling guidelines and plans should &xe comprehensive patch management program.
First, a patch cycle must exist that guides thenabapplication of patches and updates to systems.
This cycle does not specifically target securitptirer critical updates. Instead, this patch cigle
meant to facilitate the application of standardpatleases and updates.

After patch testing installation and deploymenwfsere the actual work of applying patches and
updates to production systems occurs. Audit, Ctersiy and Compliance checks must be done
afterwards.

34. Role Management

Role management helps you manage authorizatiorjvériables you to specify the resources that
users in your application are allowed to acceste Ranagement lets you treat groups of users as a
unit by assigning users to roles such as manaajess,snember, and so on.
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35. Relationship Management
Relation Management gives you the opportunity gpster and manage all relevant information about
your relations.

Client Relationship Management is responsible fanaging all aspects of ITS working relationships
with clients to render high quality service deliwa@nd to maximize client satisfaction.

Client Relationship Management overall is comprigkfbur parts:

» Understanding what the client is asking for, aneldse

e Executing or delivering what the client is requegti

» Predicting what the client will need in the future.

» Delivering targeted communications to respond ientineeds.

As part of a client-centric focus, the Client Relaship Management unit assesses all individual
needs, aggregated into client segments, and oagamal or unit needs.

Business Relationship Management forms connecttiden the IT department and the business
units it services. Business Relationship Managermaestires that everyone is working at potential and
that the most appropriate technologies are beiad bg the right people.

36. Portfolio Management

IT portfolio management is the application of sysatic management to large classes of items
managed by enterprise IT capabilities. Exampld3 @ortfolios would be planned initiatives,
projects, and ongoing IT services.

IT Portfolio management is distinct from IT finaatmanagement in that it has an explicitly diregtiv
strategic goal in determining what to continue Btirg in versus what to divest from.

At its most mature, IT Portfolio management is aapbished through the creation of two portfolios:
e Application portfolio
* Project portfolio

37. Regulation M anagement

The Computer Misuse Act 1990, enacted by GreaaBritn 29 June 1990, and which came into force
on 29 August 1990, is an example of one of thee=ardf such legal enactments. This Act was
enacted with an express purpose of making "praviiio securing computer material against
unauthorized access or modification”.

Certain major provisions of the Computer Misusé¢ 2490 relate to:

e "Unauthorized access to computer materials”,

e "Unauthorized access with intent to commit or fiéatié the commission of further offences”,
and

e "Unauthorized modification of computer material."

The impact of the Computer Misuse Act 1990 has liedted and with the adoption of the Council of
Europe adopts its Convention on Cyber-Crime, itlheen indicated that amending legislation would
be introduced in parliamentary session 2004-05dieroto rectify possible gaps in its coverage, Wwhic
are many.
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In parallel with public opinion, governmental orgaations have imposed stricter controls on
companies. Regulations such as Sarbanes-OxleyRsieC1 7a-4, the Federal Rules of Civil
Procedure, HIPPA ,and the European Union 8th Duedreate business requirements for retaining
key information assets. Failure to comply exposespanies to fines or regulatory sanctions so severe
that non-complying organizations may cease to exist

In response to these new risks and shareholdesyress many companies have enacted strict
corporate governance policies — some more strinjantthe regulations even require. As a result,
organizations are keeping e-mails and certain tppéites forever. By deploying strong business
processes for archiving that are linked to largeporate governance requirements, organizations can
minimize business and legal risks.

In Turkey, the law 5651 gives very broad authamtyilter the net. It places this power in a single
authority, as well as in the courts. It is uncleaw broadly the law will be implemented. If the
authority is well-meaning, as it seems to me tate effect of the law may be minimal; if that
perspective changes, the effect of the law couldrbmatic.

- The blocks are done at the domain level, it wagdear. In other words, instead of blocking alsing
URL, the blocks affect entire domains. Many othates take this approach, probably for cost or
efficiency reasons. Many states in the Middle Béstth Africa have blocked entire blogging services
at different times, for instance.

- The system in place requires Internet servicesdster themselves with the Turkish authorities
(Middle East University).

Internet Service Providers are themselves supposidte the initiative to block access to content,
which they then show to a judge who decides whaihept the blocking should continue. It will be
will then be submitted to a “Communication Presighwhich like the “Telecommunication
Council” is an entity specially created to ensine new law’s implementation.

38. Outsourcing M anagement
Outsourcing is the process of contracting to atparty.
Organizations that outsource are seeking to rebenefits or address the following issues;
e Cost savings
e Focus on Core Business
» Cost restructuring
e Improve quality
* Knowledge
» Contract
e Operational expertise
» Access to talent
» Capacity management
* Risk management
e Scalability

39. Asset M anagement

Asset Management is a systematic process of opgratiaintaining, and upgrading physical assets
cost-effectively. It combines engineering and reathtical analyses with sound business practice and
economic theory.

IT asset management (ITAM) is the set of busineastjges that join financial, contractual and
inventory functions to support life cycle managetrard strategic decision making for the IT
environment.
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Types of Assets include:
*Management
*QOrganization
*Process
*Knowledge
*People
eInformation
*Applications
eInfrastructure
eFinancial Capital

The IT Asset Management function is the primarynpof accountability for the life-cycle
management of information technology assets throuigtine organization.

Included in this responsibility are development amntenance of policies, standards, processes,
systems and measurements that enable the organiratmanage the IT Asset Portfolio with respect
to risk, cost, control, IT Governance, complianond husiness performance objectives as established
by the business.

40. Archive Management
There are many types of archives in the moderndvbibraries are archives of written works,
museums are archives of physical objects, andmealtarchives hold critical pieces of a nation’stpas

The discipline of maintaining archives or safeguagdritical objects is not a process limited to
public service institutions. Businesses have maiatharchives of corporate records and information
for years. And in recent times, corporate govereara external regulations have mandated that
businesses retain specific types of informatiortass

As a business process, archiving should link tiqeirements and goals of the business with the
actions and tactics of its IT organization. Busgh@schive Management is a true business process tha
spans the entire organization to facilitate threalgy minimizing risk associated with governance
concerns, enabling the efficient use of corporagets, and generating value through the reuse of
information assets.

The three key drivers of Business Archive Managdraemthe need for corporate governance,
efficient use of corporate assets, and businese re@information.

Business Archive Management requires masteringdore capabilities:
* Business planning
* Archive planning and design
* Archive operations and support
* Infrastructure management

Conclusion

As a business-savvy IT Manager more than 15 yearay say every IT Manager must be aware of all
the managements issues related to IT in orderéaie department and serve to the business. To
make the best decisions for business, IT Managers to know about all management issues
mentioned above.

Today, IT Management is not all about the develamir®ystem, network and helpdesk management.
Because today, business critical needs are ndiifestvorking IT systems. We need to take in
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consideration; the regulations for not facing updaits, archives for reusing information, outsouigci
for saving money and time.

| also tried to mention how management issuesTfahianged and evolved in time. Today’s hot
management issues are outsourcing, security aht/iag if we consider Cloud Computing.
Tomorrow, certainly management issues will chargg®a@ling to innovations in IT. And | am sure
every IT Manager who serves to business will atiepthimself to the new management processes.



